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I am in the process of developing a cyber-security program at UW-Platteville with focus on defining and understanding cyber-crimes, laws pertaining to deviant behavior on the Internet, analyzing cyber-crime scenes and profiling cyber-criminals (e.g.: sex predators, organized hackers, cyber-terrorists). My short term goal is a criminal justice emphasis in cyber-security or at least a cyber-security certificate.  I envision a longer term goal of creating a major in cyber-security housed within the Department of Criminal Justice. Proposed courses will be “an introduction to cyber-crime,” “cyber-forensics,” “organized crime,” “white collar crime,” and “Internet crimes against children.” Students will be further required to select courses in computer programming, forensic accounting, homeland security, and abnormal behavior.

This spring I will teach a class on cyber-crime as a “current topics in criminal justice” course and will propose it to the LA-E curriculum committee in February as an elective course to be taught annually in the Department of Criminal Justice. I am in the process of developing a course for our CJ graduate online program to be taught on a regular basis starting spring of 2014. I have been conversing with colleagues from the Computer Science, Business/Accounting, and Political Science (which also runs our pre-law program) departments to get input in developing a well-rounded curriculum for students interested in cyber-security. The Dean of Engineering, Dr. Hudson, the Chair of the Computer Science Department, Dr. Clifton, the Dean of LAE, Dr. Throop, and our CJ chair, Dr. Caywood are supportive of my idea. 

UW-Platteville will increase in reputation and will attract more students if we build a program that produces Criminal Justice undergraduates knowledgeable of criminal behavior on computers and the Internet; who understand the laws pertaining to computer crimes and crimes on the Internet; who are able to investigate and identify evidence in these types of crimes; who are able to write affidavits for search warrants to secure evidence needed to prosecute cyber-criminals; who are able to efficiently communicate investigative findings to district attorneys, judges, and juries to ultimately aid in convicting cyber-criminals. 

Our undergraduate students will be required to gain field experience through internship in the public or private sector.  Our new program should educate our graduate students to become effective leaders and policy makers in cyber-security related matters.  




I have a research partnership with the German police working on cyber-security especially in regard to keeping children safe on the Internet. Just recently I was added to their formal advisory board on a European project to develop a monitoring and apprehension system for criminals preying on children in virtual worlds and online chatrooms (EFA). My contact in Germany is the Polizei-Fachhochschule in Oranienburg (outside of Berlin) which runs a police academy and a police university.

I secured a $ 7000.- donation from AT&T just before the holiday break to start a cyber-crime program at UW-Platteville. A proposal to the National Science Foundation in April of 2012 was peer reviewed and received positive remarks but unfortunately NSF does not fund curriculum development. I was encouraged to pursue other funding venues with the DOJ. An Applied Research Grant and Applied Research-WiTAG pre-proposal was approved and Bob Roberts from UW-Platteville Sponsored Programs and I will finalize a proposal for official submission this month. 
Within 2 days my Current Topics: Cyber-crime class filled up and, with 28 students enrolled, I have had to turn away several students who requested to add the class. In December a dedicated group of students formed a new Defense Intelligence and Counter Terrorism Student Club within the Criminal Justice Program. I am their faculty advisor. The club’s mission is to facilitate and encourage undergraduate learning and research in homeland and cyber-security topics.  Two of these students have already worked and presented on homegrown terrorism research and are scheduled to introduce our research on “Recruitment and Radicalization of Children on the Internet by Jihadi Terrorist Groups” in February at the Young Forensic Scientists Forum of the American Academy of Forensic Sciences Conference in Washington, D.C.
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